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Crown copyright disclaimer

The information contained in the Government Counter Fraud Profession
documentation and training is subject to Crown Copyright 2020.

You should not without the explicit permission of the Government Counter
Fraud Profession:

copy, publish, distribute or transmit the Information;

adapt the information;

exploit the information commercially or non-commercially for example, by
combining it with other information, or by including it in your own product or
application.

The information should not be published or distributed in any way that could
undermine the values and aims of the Government Counter Fraud
Profession.

Crown Copyright 2021
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A. Introduction to the Fraud Measurement Discipline

A1. Purpose

This document contains the agreed professional standards and guidance for the
implementation of a consistent approach for the measurement of fraud, and error, in
central government. This document is part of the wider government Counter Fraud
Standards and Guidance, covering all the core disciplines and sub disciplines in the
government Counter Fraud Framework. This document is intended to reflect the position
in England and Wales.

The standards are designed to facilitate a consistent cross-government approach to
counter fraud, raise the quality of organisations’ counter fraud work and the skills of
individuals working in counter fraud.

A2. Aims

The professional standards and guidance’s aim is threefold:

to describe the knowledge, skills and experience (professional standards and
competencies) for those working in Fraud Measurement. These are detailed in
the competency framework, outlining how someone can progress through this
standard,;

to provide guidance on the processes and products individuals will use to deliver
the core discipline and what they should seek to put in place in the organisation
to achieve this; and

the ‘Organisational Guidance’ to consider what individuals’ should put in place in
an organisation applicable to the core discipline. These should be read in
conjunction with the HMG Functional Standards.

A3. Note on using these Standards and Guidance

The extent to which central government bodies utilise these professional standards and
guidance will vary and develop according to their assessment of fraud risk, which will
drive their counter fraud strategy and their investment in counter fraud activities.

Some organisations will have established specialist counter fraud teams and these
standards are designed to enable those teams to develop their capability in a consistent
way across government that will, over time, increase the ability of these organisations to
share resources and practice under a common understanding.

For organisations that make use of more ad-hoc resource for fraud measurement, the
intention is for this resource to develop to meet the standards within this document, if they
do not already.
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These standards will form the basis of the Fraud Measurement part of the Counter Fraud
Profession that is being established within government. To be acknowledged as a
Counter Fraud Professional in Fraud Measurement, these standards will have to be met.

For further guidance on these standards please contact the Counter Fraud Centre of
Expertise at the Cabinet Office, which coordinates standards activity, or the Counter
Fraud and Investigations Service in Government Internal Audit Agency (GIAA). Contact
details are provided in section AS.

A4. How this document is structured

This document contains the following:

The Competency Framework outlining the knowledge, skills and experience
required by those undertaking fraud measurement to operate effectively, and how
these develop through the competency framework levels Trainee, Foundation
and Practitioner.

Guidance for Professionals includes:
Process guidance describing the recommended processes for
organisations to correctly implement fraud measurement processes;

Product guidance setting out guidance on developing good quality outputs
in relation to reporting and measuring fraud and error; and

Organisation guidance outlining the key considerations for an organisation
in relation to fraud measurement and reporting.

The Standards have been created, reviewed and agreed by the Government Counter
Fraud Profession Board, the body with oversight of the Profession, and responsibility for
the development and maintenance of the Counter Fraud Professional Standards and
Guidance. The board has been assisted by an expert Cross Sector Advisory Group
(CSAQG).

A5. Feedback and Further Information

The Government Counter Fraud Professional Standards and Guidance have been
created in order to align counter fraud capability across government.

If you have any questions surrounding the Government Counter Fraud Profession, and
how you can get yourself and your organisation involved, or if you would like to provide
feedback on the Government Counter Fraud Professional Standards and Guidance
please contact GCFP@cabinetoffice.gov.uk
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Alternatively, the Counter Fraud and Investigation Team in the Government Internal Audit
Agency (GIAA) provide a range of services defined in the Government Counter Fraud
Framework. They can be contacted to discuss how they are able to assist you to meet
your requirements at Correspondence@giaa.gov.uk
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B. Introduction to the Government Counter Fraud
Profession

B1. Government Counter Fraud Function

The Counter Fraud Function is one of government’s fourteen functions. The aim of the
Functions is to develop the Civil Service to evolve and be even more efficient. The
Counter Fraud Function brings together over 15,000 public servants who work to find and
fight fraud across the public sector, including those who focus on understanding and
mitigating fraud risks. Although new, the Counter Fraud Function has already published
a Functional Standard, a Strategy and launched the first Counter Fraud Profession. The
vision of the Counter Fraud Function is:

“Working across government to make the UK the world leader in understanding, finding
and stopping fraud against the public sector.”

Functions are embedded in government departments and arm’s length bodies, and these
teams make up the wider government function, supported by expertise in other public
bodies and the functional centre. The Counter Fraud Centre of Expertise (CoEx) at the
Cabinet Office is responsible for overall leadership of the function, including overseeing
the strategy, defining standards and monitoring performance. Within the Functional
Standards for Counter Fraud, there is a clear ask of organisations in relation to finding
previously unknown fraud, measuring and estimating levels of fraud and error, and
reporting instances of fraud prevented and detected.’

B2. Governance of the Government Counter Fraud
Profession

The Government Counter Fraud Profession has a clear governance structure, established
in 2015. The Government Counter Fraud Profession Board leads oversight of the
Profession, with senior members selected from public sector organisations with a mature
response to counter fraud and economic crime. Member organisations vary in size and
the number of staff they have working in the Counter Fraud, but all have an equal vote on
the Board. The key principles when developing the Profession, as agreed by the Board
are Collaboration, Choice, Empowerment and Pace.

1 Functional Standard 8: Report identified loss from fraud, bribery, corruption and error, associated recoveries, to the
centre in line with the agreed government definitions.

Functional Standard 10: Undertake activity to try and detect fraud in high-risk areas where little or nothing is known of
fraud, bribery and corruption levels, including loss measurement activity where suitable.
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The Board is supported by a cross sector advisory group. This is made up of experts in
counter fraud from a range of sectors, including academic, financial, legal and regulatory.
The advisory group act as a critical friend to the decisions made by the Board.

The Profession is built by experts, for experts. The products of the Profession derive from
collaboration across the public sector and beyond. Many organisations have invested
resource into developing standards and guidance for the Profession. They have also
offered support to the Advisory Panels (that review applications for Collective
Membership) and the Learning Groups (who advise on training or development related
decisions for the Profession).

B3. Government Counter Fraud Disciplines Framework

This document covers the Fraud Measurement Core Discipline of the Government
Counter Fraud Framework.

The Framework below covers all of the core disciplines and sub-disciplines that
organisations need to call upon to deal with the threat of fraud. Organisations will call on
these to differing extents depending on the nature of their business, services and the
associated fraud threat, as assessed through fraud risk assessment.

Government Counter Fraud Profession Standards

Leadership, Management & Strategy

An awareness across all specialist areas and the capability to define an effective counter fraud
response and how to deploy the specialisms in the business.

Core . Prevention Use of Data
Disciplines Hisk and and
ek Deterrence Analytics
Intelligence Sanctions,
Detection and Investigation Redress & Culture
Analysis Punishment
Sub Bribery and Money . . Criminal
Disciplines Corruption Laundering LTl ok Justice

Core Disciplines: The core disciplines include a functional leadership level (Leadership,
Management, Strategy) for those that are responsible for coordinating an organisation’s
overall response to fraud and economic crime. The main area is in the functional delivery
level. This details the core disciplines that an organisation may use in an effective counter
fraud response. Within these core disciplines, are details of the knowledge, skills and
experience needed to undertake these disciplines effectively.

Sub Disciplines: The sub disciplines are areas of additional knowledge, skills and

expertise that enhance capability across a number of core disciplines. For instance,

knowledge, skills and experience in Bribery and Corruption will help Counter Fraud
nmo!
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professionals undertake more effective risk assessments and investigations (depending
on their role).



GCF Professional Standards and Guidance: Fraud Measurement!

C. Professional Standards and Competencies for the
Fraud Measurement Discipline

C1. Introduction to the Fraud Measurement Professional
Standards and Competencies

The Professional Standards and Competencies for the Fraud Measurement Discipline
identify the knowledge, skills and experience required when measuring and estimating
levels of fraud and error and reporting instances of prevented and detected fraud and
error. Individuals can use the Standards to measure and develop their skills, not only
within this discipline but also in others. This information is then helpful to target learning
and development, and assist career planning.

Standards and competencies also help individuals within organisations identify the
research, training and resources needed to develop capability further, and identify skill
gaps and how to address them.

The Professional Standards and Competencies are not intended to cover every
eventuality or every specific issue that may arise and should be adapted to the
organisation’s resources and fraud risk profile. They are living documents, owned by the
Profession Board and will be maintained and updated as applicable.

C2. Scope

This document focuses on individuals’ capability to measure, estimate, and report
instances of fraud and error. The scope of this Standard covers the following activities:

Reporting of instances of fraud or error as detected / prevented by existing
controls (including for government departments reporting to the centre via the
Consolidated Data Request), which provides baselining for further measurement
on undetected fraud and error.

Measuring and estimating levels of undetected fraud through fraud loss
measurement exercises.

Measuring levels of undetected fraud and error through failures in control.
Calculating and reporting recoveries of detected fraud.

Using methodologies for calculating ongoing savings of prevented fraud and
error.

This discipline is therefore focused on the practical application of fraud measurement and
reporting. It includes many factors, such as:
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An understanding of counter fraud context, including knowledge of types of
fraud, and how the organisation may be vulnerable to each fraud type;

Skills needed to design and deliver a Fraud Measurement programme.

The process and techniques for effective measurement of fraud risk exposures.
Communicating assessed vulnerabilities to fraud, including ensuring that there
is accurate and complete reporting of estimated fraud and instances of detected
and prevented fraud and error.

In undertaking testing to find and measure previously undetected fraud, this standard
draws upon and uses elements from other counter fraud disciplines such as Fraud Risk
Assessment and the use of Data and Data Analytics. Whilst this standard covers the
requirements relevant to the delivery of the Fraud Measurement discipline, it does not
seek to replace other standards. Where it is appropriate, reference, and adherence
should be maintained with Standards covering other Counter Fraud disciplines.

These Professional Standards and Competencies specify the skills that are required by
those involved in fraud measurement and reporting.

The skill competence levels required are at an increasing level of expertise; from Trainee
to Foundation, and then Practitioner (see section C4 for further explanation of the
competency levels).

C3. General Principles for Fraud Measurement
Professionals

Staff engaged in Fraud Measurement and Reporting are expected to display the
highest standards of professionalism as reflected in the GCFP Code of
Ethics: integrity, honesty, objectivity and impartiality; with specific behaviours
demonstrated of being courageous, challenging, collaborative and objective. The
conduct of all activity will abide by these principles and if a conflict of interest exists,
staff will disclose this fact at the earliest opportunity.

Those engaged in applying this Fraud Measurement Standard should;

> Use fraud measurement to improve counter fraud outcomes:

: Continuously consult, engage and work with others in the counter fraud
function, to ensure that fraud reporting, associated analysis, measurement
and estimation provide useful insight for counter fraud decision making,
including informing the counter fraud strategy, and help the achievement of
counter-fraud outcomes.

Produce analysis that has impact, and understand the effect of their impact
on others in the counter fraud area.

Promote the application of fraud measurement for counter fraud purposes,
and demonstrate to other counter fraud professionals the value it has to help
understand and focus on fraud problems.
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Understand the constantly evolving nature of fraud, and seek out innovative
ways of testing for fraud, including applications of data analytics and
analysis, to address new challenges, whilst recognising the need for
proportionality of resource.

> Be impartial and ethical when using data:
Understand and implement necessary data governance and ethics
legislation, principles and practices when handling, sharing and using data,
such as the Data Protection Act, Digital Economy Act and Freedom of
Information Act.

> Produce reliable, high quality analysis:
Ensure knowledge of related GCFP Standards such as those for Fraud Risk
Assessment and Data Analytics & Analysis, and the counter fraud context
in which they are being applied, are up to date. Recognise and meet gaps
within this knowledge.

> Produce analysis and outputs that make efficient use of resources and are
value for money:

: Testing for undetected fraud, and associated measurement, should focus
on those areas of the organisation where there is significant risk of fraud, or
where there is considerable spend and activity and levels of fraud and error
are currently unknown.

The outputs from fraud measurement activity should be a key driver in
setting the future direction and strategy for counter-fraud activities.

> Undertake activity that is consistent with the Civil Service values and
behaviours, diversity and equality policy
In accordance with individual organisations’ code of conduct, practices and
procedures, recognising when legislation, policies and procedures need
reviewing or updating.

C4. Structure of the Fraud Measurement Competency
Framework

The information on the next page explains the structure of the Competency Framework
and how it can be utilised by members of the Profession.

C4.1 Key Components Explained

Components outline at a high level, the knowledge, skills and experience required for
each core & sub discipline. There are 8 key components for the Fraud Measurement
Discipline. Each component has a series of elements, which are specific descriptors of
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Competency Framework (see page 17).

Counter Fraud
Knowledge

Measurement
Assurance Planning

Business
Knowledge

Counter Fraud Knowledge

Developing knowledge of the fraud
landscape within the organisation,
the public sector, the UK, and
internationally across a range of
specialisms.

Business knowledge

Skills and experience in utilising a
range of research methods to gain
knowledge of the organisation’s

structures and business activities.

Measurement Assurance Planning

Planning annual programmes of
measurement activity to provide
assurance to the organisation on the
scale of its vulnerability to fraud and
error and associated losses.

Risk
Assessment
Skills

Statistical Sampling
Techniques

Risk Assessment Skills

Understanding the fraud risk profile
of an organisation and developing
experience and skills to evaluate the
effectiveness of existing controls
and assess residual risk.

Statistical and Sampling
Techniques

Knowledge of statistics and
understanding and implementing
various sampling techniques
appropriate to the analysis and
measurement required.

Identifying and using evidence
to test for fraud

The skills needed to identify, collect,
record and store data and evidence
in a correct and lawful manner and
designing tests to use this data to
test for whether fraud has occurred.

Estimation and
Measurement

Identifying and
Using Evidence to
Test for Fraud

Stakeholder
Engagement and
Reporting

Estimation and Measurement

Understanding various techniques
to estimate and measure instances
of fraud and error, including
methodologies to calculate future
savings.

Stakeholder engagement
and reporting

Reporting the outcome of
measurement activity including

the capture of what is already
known and detected; actual losses
and what has been recovered or
prevented.

Within the Competency Framework are three Competency Levels. These range from
Trainee, Foundation to Practitioner. These can be used to identify progression within
the standard. The Framework helps to establish where your competency level is and
where you have areas that you may wish to develop.
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General rules about the Competency Levels are set out below:
Trainee is about developing introductory knowledge;
Foundation is about having the knowledge;
Practitioner is about demonstrating the application of the knowledge.

Fraud Measurement Standards - Competency Levels

The key skills are broken down in the competency framework and this coversheet provides a summary of the
requirements for each.

Trainee Foundation Practitioner

Trainee Foundation Practitioner
A developing level of Have the foundation of Have demonstrated
competence building knowledge and skills they can apply their
initial knowledge of to be able to deliver knowledge and skills
relevant legislation that element. Have the in delivery. They
principles and counter ability to explain and demonstrate practical
fraud practice. People demonstrate knowledge application of relevant
will only be at Trainee of relevant legislation, legislation, principles
for a set time. principles and fraud and fraud measurement
measurement. in their role.

Advanced Practitioner works differently to the other levels as there are no
predetermined categories for this level. Instead, members can select individual or groups
of elements they have a particular interest or focus in, to demonstrate their skills,
knowledge and experience. The knowledge skills and experience for an Advanced
Practitioner level within the Fraud Measurement discipline will be determined at a later
stage.

C4.3 Understanding Categories

Categories recognise and provide for specialisation within the discipline and will be
developed at a later stage if required. The initial version of this Standard is intended to
publish a recognised standard for fraud measurement across government. The next
stage of agreeing a process to on-board individuals to this discipline will also consider
the need for 'Categories'.
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C4.4 Competency Framework

Below you will find a detailed competency framework outlining the knowledge, skills and
experience required for the fraud measurement discipline. Within each of the eight key
components (see diagram below) you will find descriptors of the elements required at
each level, from trainee to practitioner level.

Counter Fraud
Knowledge

Measurement
Assurance Planning

Business
Knowledge

Counter Fraud Knowledge

Developing knowledge of the fraud
landscape within the organisation,
the public sector, the UK, and
internationally across a range of
specialisms.

Business knowledge

Skills and experience in utilising a
range of research methods to gain
knowledge of the organisation’s

structures and business activities.

Measurement Assurance Planning

Planning annual programmes of
measurement activity to provide
assurance to the organisation on the
scale of its vulnerability to fraud and
error and associated losses.

Risk
Assessment
Skills

Statistical Sampling
Techniques

Risk Assessment Skills

Understanding the fraud risk profile
of an organisation and developing
experience and skills to evaluate the
effectiveness of existing controls
and assess residual risk.

Statistical and Sampling
Techniques

Knowledge of statistics and
understanding and implementing
various sampling techniques
appropriate to the analysis and
measurement required.

Identifying and using evidence
to test for fraud

The skills needed to identify, collect,
record and store data and evidence
in a correct and lawful manner and
designing tests to use this data to
test for whether fraud has occurred.

Estimation and
Measurement

Identifying and
Using Evidence to
Test for Fraud

Stakeholder
Engagement and
Reporting

Estimation and Measurement

Understanding various techniques
to estimate and measure instances
of fraud and error, including
methodologies to calculate future
savings.

Stakeholder engagement
and reporting

Reporting the outcome of
measurement activity including

the capture of what is already
known and detected; actual losses
and what has been recovered or
prevented.



C5. The Fraud Measurement Competency Framework

Competency 1: Counter Fraud Knowledge

13 elements:

1.1  Statutory frameworks 1.8 Fraud typologies

1.2 Professional standards 1.9 Fraud controls and prevention tools

1.3  Defining fraud 1.10  Fraud in the public sector

1.4  Data handling and sharing 1.11  Fraud risk management

1.5 Motivation of fraudsters 1.12  Role of different business units in combatting fraud
1.6 People who commit fraud 1.13  Bribery and corruption

1.7  Victims of fraud



Competency

Trainee (T)
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Foundation (F)

Practitioner (P)

1.1
Counter Fraud Knowledge —
Statutory Frameworks

Identify the key legislation
making up the statutory
framework that is relevant to
fraud measurement and
reporting activity, including
those covering fraud and
bribery and data handling and
sharing.

Explain how the statutory
framework is relevant for
measuring and reporting fraud to
help bring these to life for those
engaging in the process.

Demonstrate the application of the
statutory framework in the discussion of
fraud measurement and reporting to help
bring these to life for those engaging in the
process.

1.2
Counter Fraud Knowledge —
Professional Standards

Identify that there are several
relevant professional standards,
associated guidance materials,
including the GCFP Code of
Ethics and Civil Service Code,
and regulatory requirements.

Explain the relevant professional
standards, associated guidance
materials, including the GCFP
Code of Ethics and Civil Service
Code, and regulatory requirements.

Demonstrate the application of the
relevant professional standards,
associated guidance materials, including
the GCFP Code of Ethics and Civil Service
Code, and regulatory requirements.

1.3
Counter Fraud Knowledge —
Define Fraud

Identify the principle fraud
offences within the Fraud Act
2006, Theft Acts 1968,
Proceeds of Crime Act 2002
and other relevant legislation.

Explain the principle fraud offences
within the Fraud Act 2006, Theft
Acts 1968, Proceeds of Crime Act
2002 and other relevant legislation.

Demonstrate and apply knowledge of the
principal fraud offences within the Fraud
Act 2006, Theft Acts 1968, Proceeds of
Crime Act 2002 and other relevant
legislation.

1.4
Counter Fraud Knowledge —
Data handling and sharing

Identify the relevant legislation
including the General Data
Protection Act and the Digital
Economy Act

Explain the main principles for
handling and sharing data as
outlined in the General Data
Protection Act and the Digital
Economy Act.

Demonstrate the practical application of

handling and sharing data in compliance
with the General Data Protection Act and
Digital Economy Act.




Competency

Trainee (T)
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Foundation (F)

Practitioner (P)

1.5
Counter Fraud Knowledge —
Motivation of Fraudsters

Identify the theories regarding

the motivation of fraudsters and
the elements of fraud such as
the Fraud Triangle/Diamond,
Rational Choice, Routine
Activity Theory, Differential
Association and the Fraud
Scales Model.

Explain the theories regarding the
motivation of fraudsters and the
elements of fraud such as the
Fraud Triangle/Diamond, Rational
Choice, Routine Activity Theory,
Differential Association and the
Fraud Scales Model.

Demonstrate the application of theories
regarding what motivates fraudsters and
the elements of fraud such as the Fraud
Triangle/Diamond, Rational Choice,
Routine Activity Theory, Differential
Association and the Fraud Scales Model.

1.6

Counter Fraud Knowledge-
People who commit fraud —
fraud personas

Identify that there are a variety
of types of people who commit
fraud from inside the
organisation and/or externally
with different motivators.

Explain who fraudsters are, the
range of people who commit fraud
from inside the organisation and/or
externally and the different
motivators, including organised
crime and terrorist financing.
Explain the different personas of
those who commit fraud.

Demonstrate and apply knowledge of the
range of people who commit fraud from
inside the organisation and/or externally
and the different types of fraud personas.
Understand the motivators for fraud,
including organised crime and terrorist
financing, as well as the relationship
between different fraudsters and
organisations.

1.7
Counter Fraud Knowledge—
Victims of Fraud

Identify that there are a range of
people and organisations that
may be victims of fraud and
name a number of victim
organisations and demographic
groups.

Explain who the victim of fraud is in
a range of scenarios (e.g.
governmental organisation,
financial services institute, other
organisations, individuals) and
explain the potential impacts on the
victims e.g. - financial, physical,

Demonstrate and apply knowledge of who
the victim of fraud may be in a range of
scenarios (e.g. governmental organisation,
financial services institute, other
organisations, and individual) and the
impacts on the victims e.g. - financial,
physical, social, reputational and potential




Competency

Trainee (T)
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Foundation (F)

Practitioner (P)

social, reputational and potential
national security issues.

national security issues.

1.8 Identify the various ways to Explain the various fraud types that | Demonstrate the ability to apply
Counter Fraud Knowledge — categorise fraud into types e.g. |exist (by functions or processes, knowledge of the various fraud types
Fraud Typologies by functions and processes modus operandi, and victim). whilst categorising fraud risks in the
(such as types of procurement context of fraud measurement.
or grant fraud); by modus
operandi (misappropriation of
assets, financial statement
fraud, and bribery) or by victim.
1.9 Identify that there are a variety |Explain how organisations, Demonstrate and apply an understanding

Counter Fraud Knowledge—
Fraud Controls and
Prevention Tools

of different controls used to
deter, prevent, detect and

disrupt fraudsters and name a

few key concepts e.g.
segregation of duties, policy
frameworks and freezing
assets.

including your own, use key fraud
controls and mitigations to prevent,
detect, deter and disrupt fraud and
that technology has a huge impact
in this area.

of a range of fraud controls and mitigations
used to deter, prevent and detect fraud
and how current trends and technology
impact this area.

1.10
Counter Fraud Knowledge—
Fraud in Public Sector

Identify a few types of fraud
across different sectors and
those within public sector
including, procurement fraud,

Explain the types of fraud seen
across the public sector including,
procurement fraud, corruption, and
grant fraud.

Demonstrate and apply an understanding
of the different types of fraud across the
public sector including, procurement fraud,
corruption, and grant fraud.




Competency

Trainee (T)
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Foundation (F)

Practitioner (P)

corruption, and grant fraud.

1.11
Counter Fraud Knowledge—
Fraud Risk Management

Identify the elements of the
fraud risk management cycle.

Explain the elements of the fraud
risk management cycle and the
need for ongoing assurance and
evaluation over fraud risk
exposures.

Demonstrate and apply an understanding
of the elements of the fraud risk
management cycle, in particular the need
for ongoing assurance and evaluation over
fraud risk exposures.

1.12
Counter Fraud Knowledge —
Role of different business

Identify all the business units
with responsibility for different
aspects of fraud risk

Explain the role of the business
units in managing fraud risk e.g.,
Policy, Operations, Finance, Legal,

Demonstrate and apply an understanding
of how different business units manage
the risk of, and the response to, fraud.

units in combatting fraud management. HR, Risk Management, Internal Also apply an understanding of the roles of
and External Audit (NAO) and other | various BUs in this process e.g. such as
relevant business units. Finance, Legal, HR, Risk Management,
Internal and External Audit (NAO) and
other relevant business units.
1.13 Identify that there are Explain the modus operandi of Demonstrate and apply knowledge of the

Counter Fraud Knowledge—
Bribery and Corruption

differences in how bribery and
corruption are defined and how
it is carried out.

bribery and corruption and provide
examples for each, together with
the potential impact - financial,
physical and reputational.

various elements of bribery and corruption
relating to the assessment of the fraud
risks an organisation faces, together with
the potential impact - financial, physical
and reputational.




6 elements:

1.1 Research methods 1.4 Review of relevant information
1.2 Qualitative and Quantitative techniques 1.5 Contractual points
1.3  Using management information 1.6 Understanding the assurance landscape and role of related

assurance activities



Competency

21
Business Knowledge & Skills —
Research Methods

2.2

Business Knowledge & Skills -
Qualitative and Quantitative
Techniques

Trainee (T)

Identify various research
methods used to obtain
information from an organisation
and its key stakeholders in
order to gain an understanding
of the organisation, its strategy,
structure, key objectives,
delivery targets, key financial
systems, policies and
processes. This could include,
but is not limited to, desk-based
research, interviews, surveys,
process walkthroughs,
workshops, meetings, focus
groups, and document review.

Identify, in general terms, the
employees, stakeholders,
business processes and
documentation that are
essential to the development of
a successful programme of
fraud and error measurement
and reporting.
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Foundation (F)

Explain the various research
methods used to obtain information
from an organisation and its key
stakeholders including the
advantages and disadvantages of
each approach.

Explain the qualitative and
quantitative techniques that may be
applied to this data to plan and
produce an effective programme of
fraud and error measurement and
reporting.

Practitioner (P)

Demonstrate the effective use of the
different qualitative and quantitative
research methods used to obtain and
analyse information from the organisation
and its key stakeholders in order to gain
an understanding of the organisation and
the areas at risk from fraud which will
inform areas of focus for fraud
measurement. This will include its strategy
and policy objectives, all aspects of its
operations, delivery targets and
associated mechanisms.

Demonstrate the ability to use the
appropriate qualitative and quantitative
techniques to effectively obtain and
analyse all the information needed to
identify, categorise and classify those
fraud risks to which the organisation is, or
may be vulnerable which will direct fraud
and error measurement and reporting
activities.



Competency

23
Business Knowledge & Skills —
Management Information

24

Business Knowledge & Skills -
Review of Relevant
Information

25
Business Knowledge & Skills -
Contractual Points

Trainee (T)

Identify that management
information (MI) has a key role
to play in the assessment and
monitoring of fraud reporting
and measurement.

Identify the types of information
that should be reviewed when
planning a fraud measurement
programme and associated
activities, including, but not
limited to, strategy documents,
governance arrangements
(structures, delegations and
accountabilities), business plans
and objectives, deliverable
products and services, available
technologies, organisational
culture, risk management
processes and outputs and
control frameworks.

Identify the relevance

for understanding fraud risks in
identifying customer contact
points within the delivery of
government services; or the
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Foundation (F)

Explain the role of Ml in supporting
fraud measurement and reporting
and how recent, current and future
changes in processes or systems
within an organisation might impact
on the quality of the MI.

Explain the need to review and
précis relevant information to the
person responsible for the fraud
measurement programme and how
this will aid measurement activities
and exercises.

Explain the importance of
understanding how an
organisation’s services are
delivered for identifying fraud risks.
These could include where

Practitioner (P)

Demonstrate the use of quality Ml to
assess and fraud risks to identify areas for
measurement, whilst successfully
influencing other parts of the organisation
to provide more effective Ml to identify and
manage fraud risks.

Demonstrate and systematically
assimilate complex information to extract
that which is relevant for planning the
fraud measurement programme and
associated activities.

Demonstrate the application and
understanding of how an organisation’s
services are delivered. These could
include where accountability rests
throughout a customer's journey for




parties to a contract and the key
contractual points throughout a
supply chain.
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accountability rests throughout an
overall customer journey for
government services; or within a
supply chain, for the quantity and
quality of goods or services, the
nature of contractual relationships
and the capability of the team
managing the contract to hold the
supplier to account with appropriate
checks and balances.

government services; or within a supply
chain, the nature of contractual
relationships and the capability of the
team managing the contract to hold the
supplier to account/put in place
appropriate checks and balances.

2.6

Business Knowledge & Skills —
Understanding the assurance
landscape and role of related
assurance activities

Identify the key components of
an organisation’s assurance
model, including how these map
onto a 3 lines of defence model.
Identify how fraud measurement
fits into this assurance
landscape.

Explain the key parts of the
organisational landscape,
including the role of internal audit
and the distinction between this
and fraud measurement activities.

Demonstrate how the Fraud Measurement
programme fits into the assurance
landscape of the organisation and the role
of other assurance activities, such as
internal audit, in providing assurance over
the quality and operation of controls
compared to the particular focus in
measuring fraud on residual risk and
testing to see if gaps and weaknesses in
controls have been exploited by
fraudsters.




Competency 3: Measurement Assurance Planning

10 elements:

1.1

1.2

1.3

1.4

1.5

Communication and facilitation skills — engagement for
developing a fraud measurement programme

Scope of activities to include in a fraud measurement
programme

Meeting assurance needs through the coverage of a
fraud measurement programme

Engagement for developing an Annual Plan of
measurement activities

Organisational awareness
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1.6 Identifying priorities for inclusion in the annual plan

1.7 Reviewing and adjusting the annual plan

1.8 Determining objectives and scope for each activity

1.9 Resourcing the annual plan

1.10  Supervision



Competency

Trainee (T)
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Foundation (F)

Practitioner (P)

3.1

Measurement Assurance
Planning -

Communication and
Facilitation Skills —
engagement for developing a
fraud measurement
programme

Identify the importance of
communicating confidently to all
levels of an organisation the
need for an ongoing programme
of fraud measurement.

Explain the process of engaging
with a range of people in an
organisation to develop an ongoing
programme of fraud measurement
as a key element of the counter
fraud strategy.

Demonstrate engagement with a range of
stakeholders across the organisation in
order to achieve recognition of the
importance of the fraud measurement
programme as a key of the organisation’s
counter fraud strategy.

3.2 Measurement Assurance
Planning — scope of activities
to include in a fraud
measurement programme

Identify the key areas of scope
within a programme of fraud
measurement including
reporting of actual cases;
estimation and measurement of
additional undetected losses;
measurement of recoveries
compared to losses; and
prevented savings.

Explain how an ongoing programme
of fraud measurement should
include within its scope the following
activities: reporting of fraud and
error as prevented / detected by
existing controls; measurement and
estimation of undetected fraud and
error through fraud loss
measurement exercises; calculating
and reporting recoveries of detected
fraud and error; calculating
methodologies for capturing ongoing
savings of prevented fraud and
error.

Demonstrate that the scope of the
measurement programme can provide
assurance over the accuracy and
completeness of reporting of detected
fraud and error; measurement of
underlying levels of undetected fraud and
error losses; recovery of losses; and
prevented savings.

3.3 Measurement Assurance
Planning — meeting assurance
needs through the coverage

Identify the need for the fraud
measurement programme to be
aligned to key fraud risks and

Explain how the scope of the
coverage of the programme of fraud
measurement must ensure it covers

Demonstrate that all the activities within
the fraud measurement programme,
including fraud loss measurement




Competency

Trainee (T)
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Foundation (F)

Practitioner (P)

of a fraud measurement
programme

main areas of spend / income
for the organisation.

all significant areas of spend /
income within the organisation as
well as all the fraud risks captured
on the organisation’s high-level
fraud risk assessment.

exercises, cover all significant areas of
spend / income within the organisation as
well as coverage of all fraud risks
identified on the high-level fraud risk
assessment.

3.4

Measurement Assurance
Planning — engagement for
developing an Annual Plan

Identify that the programme for
fraud measurement should lead
to, and be supported by, an
annual plan of measurement
activities and exercises.

Explain the process of engaging
with a range of people in an
organisation to develop an annual
plan of fraud measurement activities
to provide an achievable annual
plan in support of the overall
programme of fraud measurement.

Demonstrate that the overall fraud
measurement programme is supported by
an annual plan of measurement activities
and exercises and that this has support
throughout the organisation, achieved
through engagement with relevant
stakeholders.

3.5

Measurement Assurance
Planning — organisational
awareness

Identify the need for the annual
plan for fraud measurement
activities needs to be set within
a context of what the
organisation seeks to deliver
and how fraud could undermine
this.

Explain how in developing the
annual plan for fraud measurement
it is necessary to understand the
organisation’s strategies, key
business objectives, associated
fraud risks, and fraud risk
management processes.

Demonstrate the annual plan for fraud
measurement reflects the organisation’s
strategies and business objectives and
considers how associated fraud risks
could undermine those strategies and
objectives.

3.6

Measurement Assurance
Planning - identifying
priorities for inclusion in the
annual plan

Identify that in scoping an
annual plan for fraud
measurement activity, a range
of activities should be
considered that are prioritised to
reflect organisational and

Explain how to identify priorities for
an annual plan for fraud
measurement so that it contains a
series of fraud and error loss
measurement activities and
exercises that align to areas
representing key fraud risks to the

Demonstrate that the annual plan was
developed from a range of possible
activities that have been prioritised to
reflect the best coverage of key fraud
risks, aligning with the organisation’s
counter fraud strategy.




Competency

Trainee (T)
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Foundation (F)

Practitioner (P)

counter fraud priorities.

organisation. This should be
consistent with the organisation’s
counter fraud strategy.

3.7

Measurement Assurance
Planning — reviewing and
adjusting the annual plan

Identify the need to keep annual
plans, such as for fraud
measurement, under review
with the facility to adjust if
required to reflect changing
priorities.

Explain how the annual plan for
fraud measurement must be
reviewed and adjusted as necessary
in response to changes in the
organisation’s business, operations,
programmes, systems, and
associated fraud risks.

Demonstrate that the annual plan has
been kept under review and adjusted

where appropriate to reflect changed

priorities for the organisation.

3.8

Measurement Assurance
Planning — determining
objectives and scope for each
measurement activity

Identify the need for the
objectives and scope for every
activity and exercise within the
annual fraud measurement plan
to be clearly established.

Explain how objectives should be
established for each fraud
measurement exercise, with an
established scope that is sufficient
to achieve the objectives of the
exercise.

Demonstrate the relevance of the
objectives and scope established for every
activity and exercise within the annual
fraud measurement plan through
supporting analysis of the probability of
significant exposure to fraud or error
within areas of associated processes,
schemes or systems.

3.9

Measurement Assurance
Planning — resourcing the
annual plan

Identify that resourcing of fraud
measurement activities is an
important consideration that
takes into account knowledge,
skills and expertise.

Explain how it is necessary to
quantify resources needed as well
as the mix of knowledge, skills, and
other expertise to successfully
achieve the objectives of a fraud
measurement activity or exercise.

Demonstrate that each fraud
measurement activity or exercise has
been adequately resourced with
appropriate levels of knowledge, skills and
expertise in order to achieve its objectives.




Competency

Trainee (T)
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Foundation (F)

Practitioner (P)

3.10
Fraud Measurement Assurance
Planning — Supervision

Identify the importance of
supervision to ensure that fraud
measurement activities are kept
on track to deliver to time and
quality.

Explain how each fraud
measurement activity or exercise
needs to be properly supervised to
ensure that objectives are achieved,
work is quality assured against
recognised quality criteria, and
facilitating the development of those
participating.

Demonstrate appropriate supervision of
fraud measurement activities and
exercises through facilitating the
development of staff engaged whilst
ensuring that objectives were delivered on
time and in accordance with recognised
quality criteria.
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8 elements:
1.1 Use of fraud risk assessments 1.5 Identification of controls

1.2  Levels of Fraud Risk Assessment (High, Intermediate 1.6 Evaluation of the effectiveness of controls
and Detailed)

1.3 Use of detailed fraud risk assessments 1.7 Assessment of residual risk

1.4  Describing and recording fraud risks 1.8 Using residual risk to target areas for testing



Competency

Trainee (T)
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Foundation (F)

Practitioner (P)

4.1
Fraud Risk Assessment Skills —
Use of fraud risk

Identify the need for fraud
measurement activities to be
informed by fraud risk

Explain how the overall fraud
measurement programme and
annual plan of activities must be
based on a documented high-level

Demonstrate how the overall fraud
measurement programme and annual
plan of activities have been informed by a
documented, and current, high-level fraud

assessments assessments undertaken in . . .
) . fraud risk assessment that covers risk assessment that covers the entire
accordance with the Fraud Risk the entire organisation and is organisation. There should be evidence of
Assessment Standard. updated at least annually. The input | input from senior management and the
of senior management and the board in this process.
board must be considered in this
process.
4.2 Identify the differences between | Explain the differences between and | Demonstrate the appropriate use of fraud

Fraud Risk Assessment Skills-
Levels of Fraud Risk
Assessment (High,
Intermediate & Detailed)

the three different levels of fraud
risk assessment

- High (Board)

- Intermediate

- Detailed

appropriate use of the three different
levels of fraud risk assessment in
the context of both fraud
measurement planning and
individual measurement activities:

- High (Board)

- Intermediate

- Detailed

risk assessments in the context of both
fraud measurement planning and
individual measurement activities at the
three different levels:

- High (Board)

- Intermediate

- Detailed

4.3

Fraud Risk Assessment Skills-
Use of a detailed fraud risk
assessment

Identify that a fraud loss
measurement exercise needs to
be informed by a detailed fraud
risk assessment.

Explain how a detailed fraud risk
assessment is used in the context of
a fraud loss measurement exercise
to identify areas of residual risk that
may be resulting in undetected fraud
or error.

Demonstrate the use of a detailed fraud
risk assessment in the context of a fraud
loss measurement exercise to identify
priority areas of residual risk for testing
that may be resulting in undetected fraud
or error.




Competency

Trainee (T)
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Foundation (F)

Practitioner (P)

4.4

Fraud Risk Assessment Skills-
Describing and recording
fraud risks

Identify the need for accurately

describing and recording risks
using the Actor, Action, &
Outcome model or other similar
structure in a fraud context.

Explain how in the context of a fraud

measurement exercise to accurately
describe and record fraud risks
using the Actor, Action, & Outcome
model or other similar structure in a
fraud. Explain why it is important to
identify each element in the context
of fraud measurement testing.

Demonstrate the accurate description and

recording of risks using the Actor, Action,
& Outcome model or other similar
structure in a fraud measurement context.

4.5
Fraud Risk Assessment Skills-
Identification of Controls

Recognise the need to identify
and record relevant prevention
and detection controls to
mitigate risk.

Explain how, in the context of a
fraud measurement exercise, to
identify and record relevant
prevention and detection controls to
mitigate risk.

Demonstrate, in the context of a fraud
measurement exercise, the identification
and recording of relevant prevention and
detection controls to mitigate the fraud risk
being assessed.

4.6

Fraud Risk Assessment Skills-
Evaluation of effectiveness of
Controls

Identify the need to effectively
assess controls including their
ability to detect instances of
fraud and limitations that would
still allow fraud to happen.

Explain how to assess the
effectiveness of identified controls
including their ability to prevent or
detect instances of fraud and how to
identify weaknesses and limitations
that could still allow fraud to happen.

Demonstrate the ability to evaluate the
effectiveness of controls including
showing how they would prevent or detect
instances of fraud in relation to a particular
fraud risk. This should include a
description of what the identified controls
actually do to mitigate the fraud risk and
what they don’t do, in order to be able to
understand the weaknesses and
limitations that could still allow fraud to
happen and what the resulting impact




Competency

Trainee (T)
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Foundation (F)

Practitioner (P)

might be.

4.7
Fraud Risk Assessment Skills-
Assessment of Residual Risk

Identify the need to assess,
describe and prioritise residual
risk in a fraud measurement
context.

Explain the assessment, description
and prioritisation of residual risk in
the context of a fraud measurement
exercise in order to understand how
fraud can still happen with the
identified controls in place and how
this will direct and focus testing.

Demonstrate the assessment, description
and prioritisation of residual risk in the
context of a fraud measurement exercise
to show how fraud could still happen with
the identified controls in place and that
this understanding has directed the design
of the tests undertaken.

4.8

Fraud Risk Assessment Skills-
Using residual risk to target
areas for testing.

Identify the need for fraud loss
testing to focus on finding fraud
rather than testing the
application of controls.

Explain why a fraud loss
measurement exercise needs to
focus on testing the extent to which
the residual risk of fraud has
resulted in fraud rather than testing
the application of controls.

Demonstrate that fraud loss measurement
exercises have focussed on finding fraud
through testing to see if the residual risk of
fraud has resulted in instances of fraud
rather than testing the application of
controls.
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Competency 5: Statistical and Sampling Knowledge and Techniques

6 elements:
1.1 The purpose of sampling 1.4 Understanding confidence levels
1.2  Understanding a total population 1.5 Understanding precision and margins of error
1.3  Understanding sub-populations 1.6 Understanding different sampling methodologies



Competency

Trainee (T)
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Foundation (F)

Practitioner (P)

5.1

Statistical and Sampling
Knowledge — The purpose of
Sampling

Identify the role of statistical
sampling in the context of
testing and measuring for fraud
and irregularity within a target
area of spend / income.

Explain the rationale of sampling in
the context of testing and measuring
for fraud and error within a target
population of spend / income.

Demonstrate that a practical application of
sampling has been undertaken in the
context of testing and measuring for fraud
and error within the target population of
spend / income.

5.2

Statistical and Sampling
Knowledge — understanding a
total population

Identify the importance of
understanding the
characteristics of the overall
target population when
selecting samples for testing.

Explain the importance of samples
being representative of the overall
population that you intend to test and
measure.

Demonstrate that the characteristics of the
target population have been identified and
are understood, including its spread,
geographic distribution, uniformity etc. And
how this has been considered when
selecting samples to ensure that they are
representative of the overall population to
be tested and measured.

5.3

Statistical and Sampling
Knowledge — understanding
sub-populations

Identify that total populations
may be made up of discrete
sub-populations that may each
have different fraud risk
characteristics.

Understand and explain the
significance of sub-populations and
the implications for measuring and
estimating by focussing testing on
one or more sub-population.

Demonstrate that sub-populations within
the overall population being targeted for
fraud testing and measurement have been
identified and their respective fraud risks
understood; but recognising the limitations
this brings in relation to estimates of levels
of fraud within the overall target
population.

5.4

Statistical and Sampling
Knowledge — understanding
confidence levels

Identify that a sample size
needs to be sufficiently large to
provide confidence that any test
results will be representative of

Explain what confidence levels are
and how sample size affects this.

Demonstrate that the size of a sample for
testing has been selected to represent the
overall target population to a stated
degree of confidence




Competency

Trainee (T)
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Foundation (F)

Practitioner (P)

the target population being
tested.

5.5

Statistical and Sampling
Knowledge — understanding
precision and margins of
error

Identify that where sampling is
employed, the test results only
provide an indication of the
underlying rate of fraud and
error within the target
population and that the possible
range for error should be
recognised.

Explain what precision is, what this
means in terms of a range of
possible results, and how sample
size affects this.

Demonstrate the possible range of the
rate of fraud or error that has been
determined from a test sample and how
the chosen sample size affected the
degree of precision, or margin of error,
achieved over the scale of this range.

5.6

Statistical and Sampling
Knowledge — understanding
different sampling
methodologies

Identify that sampling can take
different forms and name the
most common methodologies.

Explain the differences between
different sampling methodologies;
their strengths and limitations when

applied to different testing scenarios.

Demonstrate that an appropriate sampling
methodology has been chosen where a
sample is selected to undertake a test for
fraud.




Competency 6: Identifying and using evidence to test for fraud
7 elements:

1.1 Identifying internal data sets for the area being tested 1.5

1.2 Identifying external data sets that can be used for 1.6
testing
1.3 Developing terms of reference for a measurement 1.7

exercise including objectives and scope

1.4  Scoping a test plan
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Understanding requirements for obtaining test data

Designing individual tests

Designing working papers to provide an evidence trail
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6.1 Identifying and using
evidence to test for fraud —
identifying internal data sets
for the area being tested

Identify that each area to be
measured for fraud will collect
or generate data that could
potentially be used for testing
purposes.

Explain how to identify different data
sets and information that can be
used for comparative purposes and
testing within the system / process
being measured. Understand how
shortcomings in the data can affect
subsequent testing, measurement
and estimating of fraud.

Demonstrate that all the data collected or
generated by the system /process to be
measured for levels of fraud is
understood and has been captured
/mapped to facilitate a full range of
testing / measurement possibilities. Show
that any limitations in the data that would
affect the testing, measurement and
estimation of fraud has been recognised
and documented.

6.2 Identifying and using
evidence to test for fraud —
identifying external data sets
that can be used for testing

Identify that successful testing
for incidences of fraud or error
is likely to be dependent upon
the identification and use of
data that is external to that
held within the target system or
process which can be used to
compare and test against
internal data.

Explain how to identify other
sources of data that can be used for
testing that are outside of the
system / process being measured,
whether internal or external to the
organisation. Understand how
shortcomings in the data can affect
subsequent testing, measuring and
estimating of fraud.

Demonstrate that a full range of data
sources has been considered for testing
purposes, including: data held elsewhere
within the organisation; open source
data; data held by other organisations
and public bodies; and data generated by
undertaking physical checking such as
site visits.

Show that any limitations in the data that
would affect the testing, measurement
and estimation of fraud has been
recognised and documented.
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6.3 Identifying and using
evidence to test for fraud —
developing terms of
reference for a measurement
exercise including
objectives and scope

Identify that it is important to be
able to demonstrate the
success of a measurement
exercise through setting clear
objectives and scope at the
outset.

Explain how to scope the testing
phase of a measurement exercise;
developing terms of reference,
including objectives and scope; and
an outline of the specific fraud risks
that will be tested to see if the
identified residual risk has resulted
in occurrences of fraud or error.

Demonstrate that for each measurement
exercise that terms of reference have
been developed that include the
objectives and scope of the activity,
including an outline of the specific fraud
risks to be tested.

6.4 Identifying and using
evidence to test for fraud —
Scoping a test plan

Identify the need for testing for
fraud and error to be planned
and informed in advance
through the development of a
test plan.

Explain what a test plan for a fraud
loss measurement exercise should
include.

Demonstrate that a detailed test plan has
been developed for each measurement
exercise to be undertaken before testing
takes place.

6.5 Identifying and using
evidence to test for fraud —
understanding requirements
for obtaining test data

Identify that when data is
obtained to enable testing for
fraud and error that it is
necessary to comply with data
sharing and handling
legislation; and that
appropriate protocols and data
sharing agreements are
integral to achieving this.

Explain how the data needed for
test purposes will be obtained;
including recognition of legal
requirements and protocols such as
data protection or data sharing
agreements.

Demonstrate that a plan has been
developed to obtain all the data needed
for testing which considers the legal
requirements around data handling and
sharing as well as outlining the protocols
and agreements needed to enable data
sharing between organisations.

6.6 Identifying and using
evidence to test for fraud —
designing individual tests

Identify that for tests for fraud
and error to be successful it is
necessary to design the tests
in advance having identified
appropriate test data or

Explain how to design individual
tests within a fraud loss
measurement exercise in order to
determine whether or not fraud (or
error) has occurred.

Demonstrate that there is a clear
rationale for each test carried out within a
fraud loss measurement exercise, and
that each test has been designed to find
incidences of fraud or error, with the
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evidence to be used.

results likely to enable a conclusion to be
drawn whether fraud or error has
occurred.

6.7 Identifying and using
evidence to test for fraud —
designing working papers to
provide an evidence trail

Identify the need for the
approach and results of testing
for fraud and error to be
documented through well-
designed working papers.

Explain how to design working
papers to provide an evidence trail
of the tests undertaken and results
obtained in order to demonstrate
the approach taken and consistency
across the testing of each item
sampled.

Demonstrate that appropriate working
papers have been designed for each test
to be undertaken which help provide a
consistent approach to testing that can
be documented.




Competency 7: Estimation and Measurement

9 elements:
1.1 Understanding the principles of fraud measurement
1.2 Being able to make a decision on whether irregularity
has occurred
1.3  Categorising test results
1.4  Applying results of fraud loss measurement
1.5 Understanding the difference between detected,

prevented and estimated fraud

1.6
1.7

1.8
1.9
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Validation and benchmarking

Understanding fraud risk drivers and their impact

Calculating prevention savings

Measuring the effectiveness of the counter fraud strategy



Competency

Trainee (T)
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Foundation (F)

Practitioner (P)

7.1 Estimation and
Measurement — understanding
the principles of fraud loss
measurement.

Identify that levels of underlying
fraud and error within a
particular target population can
be measured and estimated
through undertaking a fraud
loss measurement exercise.

Explain how testing for instances of
fraud can be used to measure and
estimate levels of fraud and error
within the targeted population.

Demonstrate an appropriate use of testing
to facilitate the measurement and
estimation of fraud and error within a
targeted population.

7.2 Estimation and
Measurement — being able to
make a decision on whether
irregularity has occurred.

Identify that the purpose of
each test undertaken in a fraud
loss measurement exercise is
to enable a decision to be taken
as to whether an incidence of
fraud or error has occurred.

Explain how to decide for each item
reviewed within a test sample as to
whether; an irregularity (potentially
fraud or error) has taken place; the
item being reviewed is correct; or if
additional testing is required to reach
a decision.

Demonstrate how the results of testing
have been reviewed in order to reach a
conclusion as to whether fraud or error
has occurred; or if additional testing is
required to reach such a conclusion.

7.3 Estimation and
Measurement — categorising
test results

Identify that it is necessary to
categorise test results in order
to show by number and by
value how many items within
the sample found irregularity
had occurred, and how many
represented a correct item or
transaction.

Explain how to categorise the results
of testing to differentiate between
irregularity (fraud or error); correct
payments; or still unsolved

Demonstrate that the test results have
been categorised to show, within the
sample, how many items and their value:
were correct (no fraud or error); fraud or
error had occurred; or whether a firm
conclusion could not be reached, and the
possibility of irregularity remains
unresolved.

7.4 Estimation and
Measurement — applying
results of fraud loss
measurement

Identify that the purpose of
fraud loss measurement testing
is to be able to interpret and
apply the results of actual

Explain how to apply the results
obtained from testing for fraud and
how these can be interpreted and
extrapolated within the population

Demonstrate that the results from fraud
loss measurement testing have been used
and extrapolated to measure and estimate
the actual levels of fraud and error within




Competency

Trainee (T)
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Foundation (F)

Practitioner (P)

measured irregularity from the
test sample and use these to
estimate levels of irregularity
within the overall target
population.

being reviewed.

the target population including the extent
to which previously undetected losses
exceed levels of irregularity currently
reported.

7.5 Estimation and
Measurement — understanding
the difference between
detected, prevented and
estimated fraud

Identify different categories of
measured fraud, including
detected, prevented and
estimated.

Explain the difference between
detected fraud and error, prevented
fraud and error, and estimated fraud
and error.

Demonstrate the application of results
arising from fraud measurement that
distinguishes between and shows levels of
detected, prevented and estimated fraud
and error.

7.6 Estimation and
Measurement - validation and
benchmarking

Identify how benchmarking to
other organisations can help to
compare and validate levels of
irregularity currently being
detected, prevented or
estimated.

Explain the benefits of comparison to
other public sector organisations to
validate findings and the levels of
irregularity measured and estimated.

Demonstrate the use of benchmarking to
other organisations in order to be able to
gain insights through comparison as to the
levels of irregularity currently being
detected, prevented or estimated.

7.7 Estimation and
Measurement — understanding
fraud risk drivers and their
impact

Identify that the likelihood of
particular fraud risks can alter
depending on the extent to
which particular risk drivers are
present, and that these
changes can be measured and
monitored.

Explain how to identify the drivers
pertaining to fraud risks, how they
can impact levels of fraud, and how
the extent to which these drivers are
increasing / decreasing can be
measured through the development
of fraud risk indicators.

Demonstrate that drivers for fraud risks
have been identified and understood, and
that the extent to which these drivers are
increasing, or decreasing, is being
measured and monitored through use of
fraud risk indicators.




Competency

Trainee (T)
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Foundation (F)

Practitioner (P)

7.8 Estimation and
Measurement — calculating
prevention savings

Identify the importance of being
able to quantify and measure
the future impact of action
taken to prevent fraud.

Explain the benefits of calculating
ongoing savings through prevention
and the need to use / develop a
robust methodology for calculating
these savings that is accepted
across the public sector.

Demonstrate the calculation of ongoing
savings arising from preventative action
taken, using a methodology that is
accepted across the public sector.

7.9 Estimation and
Measurement — measuring the
effectiveness of the counter
fraud strategy

Identify that fraud measurement
should also include
measurement of the
effectiveness of the
organisational counter fraud
strategy and related activities.

Explain how the effectiveness of
counter fraud strategy needs to be
measured; how bench marking can
be used for comparison purposes;
and overall performance targets can
be set. Explain that the measures
should cover all key activities across
the counter fraud disciplines and not
just those relating to measurement.

Demonstrate how the effectiveness of the
organisational counter fraud strategy, and
related activities, is measured and
monitored, including: the use of
performance and risk indicators;
performance targets; and comparators
such as bench marking.




12 elements:

1.1

1.2

1.3

1.4

1.5

1.6

Identifying and engaging key stakeholders

Scope of fraud reporting

Rhythm for fraud reporting

Developing supporting processes for fraud and error
reporting

Understanding the scope of fraud reporting

Setting reported fraud into the organisational context

1.7

1.8

1.9

1.10

1.11

1.12

GCF Professional Standards and Guidance: Fraud Measurement!

Reporting on previously unknown and undetected fraud
losses.

Getting stakeholder buy-in for fraud measurement and
reporting

Making links to organisational fraud risk appetite and
tolerance

Aggregating results

Understanding the limitations of fraud measurement and
reporting

Reporting on the performance of counter fraud activities
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8.1 Stakeholder engagement Identify that it is important for Identify and explain who the key Demonstrate that the results of fraud

and reporting — identifying and | the results of fraud stakeholders are within the measurement and testing have been

engaging key stakeholders measurement and testing to be |organisation for communicating communicated to all key stakeholders,
communicated to key results of fraud reporting and including where appropriate to the wider
stakeholders including measurement. counter-fraud function.

associated governance
structures at Board and
Executive Committee levels.

8.2 Stakeholder engagement Identify the need for fraud Explain that the scope of fraud Demonstrate how the scope of fraud
and reporting — measurement reporting to measurement reporting requirements measurement reporting covers both:
Scope of fraud reporting provide a comprehensive needs to cover both: ongoing ongoing discoveries of prevented /

discoveries of prevented / detected
fraud and error through the operation
of controls; and the measurement of

assessment of the overall level
of fraud through comparing

detected fraud and error through the
operation of controls; and the

details of fraud detected or fraud and error occurring either as a | measurement of fraud and error occurring
prevented with additional result of control failure or resulting either as a result of control failure or
estimates of undetected fraud | from the limitations of any controls in | resulting from the limitations of existing
derived from measurement place (residual risk). controls in place (residual risk).
testing.
8.3 Stakeholder engagement Identify that a characteristic of | Explain how to develop a regular Demonstrate that a regular rhythm of fraud
and reporting — effective reporting is the rhythm of fraud and error reporting. | and error reporting has been established
Rhythm for fraud reporting establishment of a regular and is being followed.

reporting rhythm.



8.4 Stakeholder engagement
and reporting —

Developing supporting
processes for fraud and error
reporting

8.5 Stakeholder engagement
and reporting —
Understanding the scope of
fraud reporting

8.6 Stakeholder engagement
and reporting — setting
reported fraud into
organisational context

Identify the need for all areas of
an organisation to contribute to
the regular reporting of fraud
and error.

Identify that the main categories
of fraud reporting covers:
detected fraud; prevented
fraud; ongoing savings;
recoveries of losses.

Identify the importance of using
context when reporting fraud
and error to give the reader an
idea of the scale of the findings.

GCF Professional Standards and Guidance: Fraud Measurement!

Explain how to ensure that the
regular reporting of fraud and error
prevented / detected through existing
controls is supported by reporting
processes that cover all key areas of
spend / income / fraud risk within the
organisation.

Explain the scope for the regular
reporting of fraud and error that is
prevented / detected through existing
controls needs to cover: Detected
after payment; Prevented before
payment; Ongoing prevented
savings; Recoveries of detected
fraud.

Explain the need to help
stakeholders understand the
organisation’s vulnerabilities to fraud.
This includes putting reported
incidences (including results of
testing) of fraud and error detection /
prevention into context, such as a
percentage of spend / income;
activity levels (numbers of
transactions) for all areas of key

Demonstrate that the regular reporting of
fraud and error prevented / detected
through existing controls covers all key
areas of spend / income / fraud risk within
the organisation.

Demonstrate that the scope for the regular
reporting of fraud and error that is
prevented / detected through existing
controls covers: Detected after payment;
Prevented before payment; Ongoing
prevented savings; Recoveries of detected
fraud.

Demonstrate the use contextualisation
within fraud measurement reports,
including: the percentage of fraud or error
compared to spend / income; the
incidence of fraud compared to activity
levels (numbers of transactions) to enable
stakeholders understand the
organisation’s vulnerabilities to fraud.



8.7 Stakeholder engagement
and reporting — reporting on
previously unknown and
undetected fraud losses.

8.8 Stakeholder engagement
and reporting — getting
stakeholder buy-in for fraud

measurement and reporting.

8.9 Stakeholder engagement
and reporting — making links
to organisational fraud risk
appetite and tolerance.

Identify the need for fraud loss
measurement to provide an
assessment between existing
levels of detected fraud and an
estimate of undetected fraud.

Identify the importance of
getting stakeholder buy-in for a
programme of fraud
measurement and reporting.

Identify the need when
reporting results of fraud
measurement to put these into
context with stated fraud risk
tolerances and risk appetite.

GCF Professional Standards and Guidance: Fraud Measurement!

fraud risks.

Explain the need to have a
programme to test for, measure, and
report levels of fraud and error
beyond what is covered by regular
reporting of detected fraud in order to
provide estimates and assurance in
relation to the level of undetected
fraud and error.

Explain the need to obtain
stakeholder buy-in for the
measurement programme to provide
the organisation with ongoing
assurance about the levels of fraud
and error the organisation has
exposure to; and the extent to which
undetected fraud or error has
materialised.

Explain how to link the results from
the fraud measurement programme
to an organisation’s risk appetite and
tolerance, including assessing the
cost-effectiveness of new controls

Demonstrate the establishment and use of
an ongoing programme of fraud loss
measurement which is used to estimate
levels of undetected fraud and error.

Demonstrate that buy-in has been
obtained from a range of stakeholders for
an ongoing programme of fraud
measurement that will provide the
organisation with ongoing assurance
about the levels of fraud and error the
organisation has exposure to; and the
extent to which undetected fraud or error
has materialised.

Demonstrate when reporting the results of
fraud measurement that reference is made
to the organisation’s risk appetite and
accepted tolerances. This should enable
evidence-based decision making about



8.10 Stakeholder engagement
and reporting — aggregating
results

8.11 Stakeholder engagement
and reporting — understanding
the limitations of fraud
measurement and reporting

8.12 Stakeholder engagement
and reporting — reporting on
the performance of counter
fraud activities

Identify the need to aggregate
the results of all the activities
within each annual plan of the
organisational fraud
measurement programme to
provide an overview of both
detected cases and estimated
levels of fraud.

Identify that the scope of fraud
reporting or measurement
processes will have limitations
and that and that it is important
to acknowledge what these are
and what unmeasured areas
represent.

Identify the need to measure
and report regularly on the
effectiveness of the counter
fraud strategy and related
activities.

GCF Professional Standards and Guidance: Fraud Measurement!

introduced since an area was last
measured.

Explain the need to aggregate on at
least an annual basis all the results
from the various activities relating to
fraud reporting, measurement and
estimating to provide the
organisation with a view on levels of
irregularity and how this compares
with previous reporting periods.

Explain that there will be limitations
with reported and estimated levels of
fraud, including fraud risks that have
not been measured or areas that are
unmeasurable.

Explain the need to report regularly,
and at least annually, on the
effectiveness of the counter fraud
strategy and the performance of
related activities.

the response to the levels of fraud and
error found and the extent to which
additional actions or controls are cost
effective.

Demonstrate the aggregation and
reporting of the results from all fraud
reporting, measurement and estimating
activities on at least an annual basis, with
comparisons made to previous reporting
periods.

Demonstrate and acknowledge the
limitations of fraud reporting, including
recognition of unmeasured fraud risks and
that there will be some elements of the
organisation’s “Iceberg” that may be
unmeasurable.

Demonstrate that the effectiveness of the
counter fraud strategy is measured and
monitored and that the results are
reported regularly, at least annually.
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START POINT:

Output (indicative fraud/error cases) from fraud measurement exercise are assessed for

possible fraud / error.

1. Testing confirms regularity
of transaction: no Fraud/error
detected.

~——/

'P[ Prevented loss cases ]‘ - ‘P[ Confirmed irregularity

1
Detected loss cases H Confirmed irregularity ]—

2. Fraud/error detected.

I\

Route 1: The blue arrows
show the confirmed

—) irregularity and associated -
savings that can realised from
this outcome.

b ==

3. Unresolved or Indicator

of irregularity: not enough Estimates of possible
| evidence to confirm fraud/ @ F---------------- irregularity based on anomalies
error. Further testing or indicating fraud/error.

investigation initiated.

Route 2: The orange arrows
shows additional testing of
unresolved cases in order to
try to achieve a confirmed
outcome.

Further testing - outcomes:
1. Fraud/error not detected.

(No savings).

1
ll 2. Fraud/error confirmed. -

- P[ Prevented loss cases ]— - ‘P[ Confirmed irregularity } -

Detected loss cases ]—’[ Confirmed irregularity

The organisation considers detected loss cases for recovery and starts recovery activities.
Recovery Outcomes:

1. Organisation decides not to
recover detected fraud/error.

No recovered loss ]

recover detected fraud/error.

N
;L
/2[ Influenced recovery* ]
2. Organisation decides to

Recovered loss* ]

Measure Type

[ Evaluated saving ] [ Potential saving ]

* Depending on the size of the measurement exercise and time frame for reporting, it might not be possible to a) track cases sent for recovery and derive
recovered amounts or b) for the organisation (where they cannot provide evaluated evidence) to provide assumptions on the amount they expect to recover, so
Influenced Recovery and Recovery Loss Savings are not always possible to measure.
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Preventative savings: measures by case type and measure type

—P| Point of interdiction

—}[ Prevented loss cases: F B -)[ Future Loss Prevented* ]
1

- i[ Upstream Prevention* ]

Fraud/error detected:

r-- )[ Future Loss Prevented* ]

—P[ Detected loss cases: } ———-n
1

1
- )[ Upstream Prevention* ]

Measure Type

Evaluated saving Calculated saving

* Savings measure not always applicable or possible to measure, denoted by the dashed lines. $
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E Number of Detected
loss cases /

1 1 | Upstream Prevention (summed)

N

Number of detected fraud/
error cases that have

F preventative savings 1 2
(as found by further
Investigation): D+E

Preventative savings from the measurement
activity where additional fraud/error is
detected by further Investigation: sum of
measures 7-11 above.

Total number of detected
G fraud/error cases with 1 3 Total Preventative savings influenced by

Total preventative savings (from measurement activity: 6+12.
preventative measurement activity): C+F
savings g
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Fraud and error - a model of the scope and purpose of organisational assurance requirements:

Fraud & Error Assurance Iceberg

Understanding the
likely total fraud and

The amount of fraud
error loss per year
pery currently being found

and reported through
the operation of existing
controls.

@————————  Detected Fraud

Es ated Fraud
Levels of undetected
fraud that can be
estimated from previous
measurement exercises.

Unknown

Deep below the
surface, there is the
unknown unmeasured
element of fraud.
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Fraud Measurement Programme - Strategic plan of assurance activities

Known Fraud

Centralised Reporting

Measuring losses through
compliance / vulnerability
testing including

CONTROL FAILURE
' “Pressure” testing

Finding &
measuring
undetected fraud

Fraud measurement exercises

RESIDUAL RISK
& Data Analytics pilots

Remaining

unknown fraud
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